CHAPTER 16 - Access Control


OBJECTIVES 

· Define access control 
· Clarify the security professional's role in access control 
· Identify various methods of achieving access control 
· Emphasize the value of record keeping and data storage 


INTRODUCTION 
The concept of access control is relatively simple. Access control is essentially what the wording implies: the control of access to property services, events, or information. A large part of the protection of assets, personnel, and information begins with controlling access to them and the facilities where they exist. The function and practice of access control are fundamental to the protection officer in his or her duties. The security officer will almost certainly be expected to perform a duty relative to access control during the course of their employment. 

Access control is usually more than just the face at the front door. It is a combination of several things, including control, record keeping, and careful planning. In many instances, access to a given area may be by patrol and identifying any people in the area being patrolled. Other forms may involve the control and monitoring of physical security systems, such as key systems, large-scale access control, alarms, and CCTV systems. 

One familiar example of access control is a security officer behind a desk at the front entrance of an office building, industrial facility, or other property. This area is often called a "checkpoint" or "guard station." This checkpoint is often a fixed post, meaning the officer is posted permanently until relieved or when policy and/or post orders dictate. The presence of the officer in this key location of common access is a deterrent to those who may be unauthorized to enter the protected area or structure. In addition to the deterrent function, an officer familiar with the protected property and its frequent occupants will recognize those who are common to the property and can challenge those who are unauthorized. This form of aiding access control is common in large apartment complexes. Recognition of regular occupants by the security officer is actually considered a very secure form of controlling access; however, this "soft" method of access control becomes less effective as the volume of traffic increases. 

Achieving the task of controlling access may be considered somewhat difficult if an officer were, for example, assigned the task to control access to a property consisting of acres of land with no fences or physical boundaries. Access control could only be achieved by frequent patrols of the protected area, challenging those unfamiliar persons caught on the property. In this example, those challenges may be the accepted form of access control, with no further control necessary. 
However, most facilities require additional forms of controlling access, such as waste sites, storage yards, and other facilities. 

In some circumstances, large properties or defensible spaces may require a softer form of physical barrier. This may be achieved through dense foliage or even through designated walkways with paint around the area of protection or defensible zone. This form of control merely implies that a certain area is off limits and offers a convenient path around the area. 

Many properties cannot depend on this "soft" form of physical security. It is for this reason that it usually becomes necessary to add forms of physical security to achieve suitable access control. Fences may be erected around a property to control access and to "force" or "funnel" visitors or employees to a common entrance or "checkpoint" manned by a protection officer. 

Appropriate signage indicating a no trespassing order will aid in controlling access through the message that anyone trying to breach security and access the forbidden area risks arrest and trespassing charges. In situations where it is expected that the protection officer will arrest anyone caught trespassing, it is crucial that signage is in accordance with the laws concerning local trespass acts. It is also extremely important that it is within the legal rights of the protection officer to perform the arrest. The addition of locks to alternate entrances to the facility or property will also control access. Other forms of additional physical security, such as CCTV and alarm systems, will further assist in the prevention of unauthorized access, although physical security must not interrupt safe egress from the property or site in the event of an emergency. 

EMERGENCY ACCESS CONTROL 
One must be sure, when controlling access, that egress in the event of an emergency is not sacrificed. Local and national fire codes often present challenges to controlling access to many facilities, and it is imperative that there is no sacrifice to the safety of the occupants of a facility in order to achieve better security. In most instances, policies are drastically altered for access in an emergency. Where policy dictates, a fixed post may become a roaming position for the officer to facilitate an escort for emergency medical services or the fire department. The opposite may be true when a roaming officer will be called from a roaming patrol to a fixed position at the entrance of the protected facility to provide speedy access for dispatched emergency services. 

Generally, an emergency such as fire, medical concern, hazardous spill, or gas release should result in the halt of all work in the facility to help facilitate access. Elevators and other conveyances should immediately be surrendered from casual use for use by the emergency service personnel. Parking control at a facility entrance or loading dock can be considered an access control duty where entrances are kept clear to make way for emergency personnel. 

EXAMPLES OF ACCESS CONTROL 
Now that a given facility or property has been equipped with fences, locks, and other barriers, access can be controlled at one focal point. 

Visitors and workers can be directed to one common point of access, but still one question remains unanswered: What prevents unauthorized persons from simply accessing the facility through the front entrance, where the security officer is stationed? This is the reason to have a policy for access control. The policy should outline a clear definition of the requirements for access to the property; for instance, a facility such as a nightclub may only permit access to those of a consenting age, so persons may be required to present a valid operator's license to gain access. Some facilities may require presentation of an invitation or ticket for a public venue or private function such as concerts, large weddings, or other events. Sometimes, the officer will be assigned access control to a parking garage, and handling cash then becomes part of the assignment. 

The protection officer may control access to other services. For example, the officer may control access to a conveyance such as managing elevator bookings or to a loading area or entrance. The issuing of visitor and contractor badges may accomplish control of access in regard to temporary contractors. Office and industrial facilities may require contractors to present company identification. Policies and procedures regarding access control may apply only to certain people in certain areas at certain times. 

The identification industry is becoming more and more advanced, and many large corporations are implementing identification systems as corporate standards for all employees. Unfortunately, the tools to replicate identification are also available to the criminal population. Dye-sublimation card printers are readily available and are compatible with most personal computers and graphics programs. It is for this reason that many companies are adding modern security features to their corporate IDs. The use of holograms and watermarking make replication of a well-designed identification card difficult by unauthorized persons. Company identification can be combined or integrated with an access card for the facility. 

The above example is effective for regular occupants of a facility, but for the authorized contractor or temporary staff, the security officer may be provided with a visitor list or permits. Those appearing on permits or lists will be the only persons permitted access. Temporary or visitor badges may be issued in this case, lest a person be challenged by staff in secure areas of a facility. 

AUDIT AND RECORD KEEPING 
Signing a security register or muster is a common function of controlling access. The necessity of signing the security register can be considered a valid deterrent to unauthorized visitors, even if the visitor does not need to present any other credential. This form of controlling access can be applied to many facilities and areas. The security register can have two functions: it can be used as an audit trail of who accessed the facilities at any given time; it can also be used for reference by emergency services to obtain a list of "who's in" during a facility emergency, such as a fire. 

A register commonly contains information such as the name, employee number, work location, phone number, as well as the time in and time out and signature or initials of the individual requiring access. The officer assigned to maintaining the security register should be prepared to assist those unfamiliar with the process in order to keep neat and consistent files. Records of this nature should be archived for retrieval according to the policies outlined by the employer or the client. Once expired, the records must be considered confidential and should be destroyed prior to disposal. Maintaining confidentiality of these files can be considered part of the duty of access control. 

ACCESS AUTHORIZATION 
During the course of performing access control, it may become necessary to deny access to those without proper credentials. The person wishing to gain access may very well have legitimate business on the protected property and outright denial could create losses for the facility or property being protected. It is for this reason that facilities need a clear policy for the denial of access to individuals without proper credentials. 

There are some facilities that may employ a strict "No Authorization, No Access" policy that will dictate that the person requesting access without proper credentials be denied. Many facilities will have a "backup" procedure to obtain the proper authorization for access. 

One example may be that a facility manager or supervisor could be called to provide verbal authority for access. Another example may be to require a visitor requesting access to call an authorized occupant in the facility to provide an escort. 

When the security officer is left with the decision of whether or not to allow access, it is usually best that the officer act on the side of caution and deny access until a fair approval or compromise is reached. Advising the person that he or she has to be denied access is an act best accomplished with diplomacy and respect. The event of the denial should also be documented on a report suitable for the employer or client. Policies for granting and denying access should comprise part of the protection officer's post orders or standard operating procedures. 

APPLYING PHYSICAL SECURITY IN ACCESS CONTROL 
For many facilities, control of access at any one point may not be practical, particularly in large facilities with many areas such as industrial and office buildings. Posting officers at these various checkpoints to control access might be an effective form of access control, but in most circumstances, would not be a cost effective, long-term solution. These areas may consist of executive offices, chemical rooms, file rooms, and other areas that may require limiting or curtailing access. Rather than posting an officer at every area, access is controlled by way of physical security barriers such as doors, locks, CCTV, alarms, and electronic access control. The effectiveness of physical security is further enhanced by strict key control, effective monitoring of CCTV and alarm systems by the security officer, and accurate database management in electronic access control systems. 

Other important tools used to aid access control are intercom, telephone, and other voice communications systems. Requests for access can be made from remote points within the facility, allowing an officer to be dispatched or to grant access remotely from an electronic access system, given proper authorization. 

LOCKS AND KEY CONTROL 
Locks and keys have been around for thousands of years and are definitely the standard for controlling access in many areas. Since their invention, the durability and security of locks and keys have greatly increased along with their use. Today, they help control access to almost every structure imaginable. Generally speaking, a lock is a mechanical device that consists of a cylinder, springs, and several pins or "tumblers" that prevent rotation of the lock cylinder or plug without the insertion of a correctly cut key. 

Higher security locks manufactured today make unauthorized replication virtually impossible. 
Proprietary key blanks can have a restricted issue to one distributor or end user. A restricted proprietary keyway combined with strict key control, is an effective form of controlling access. Permanent keys should not be issued without signature or receipt. Identical keys should each have unique control numbers permanently stamped on the key to identify issue. Temporary issue of keys should be accompanied by signature on a register or key sign-out form indicating a return time. 

All codes and control numbers appearing on the keys should be documented for key sign-out. All key control documentation should be considered confidential and should be subject to similar record-keeping procedures as the security register. When the need to revoke access privileges is necessary keys should be retrieved, or if necessary locks should be changed. Some newer generation locks can suspend or revoke access to certain keys electronically similar to an electronic access control system. This can eliminate the costs of lock changes, as well as administrative costs of reissuing new keys to authorized people. 



ELECTRONIC ACCESS CONTROL SYSTEMS 
With the addition of electronic access control to a facility, the officer can gain control of many individuals in different areas of the facility at different times, regardless of traffic volume. Most access systems installed today provide ease of access for authorized parties to come and go to their authorized destinations. Access is gained by presentation of a card or other physical medium to a "reader." The reader may be connected electronically to an "interface" or controller," or networked directly to a host computer system, a trend often referred to as "edge networked technology." Modern systems are usually configured so that the remote controller, or even the reader, will make local decisions for access control and retain history transactions locally, in the event of a host computer failure or scheduled maintenance. This feature is known in the industry as "distributed" or "field" intelligence, and the activation of this feature is often referred to as "degraded" or "offline" mode. When access is granted to a given area, the access transaction is stored electronically on disk, tape, or printed media for future retrieval as part of a "history." 

A person attempting to gain access where not permitted can usually be reported as an alarm on a computer screen, directing the security officer to take a predetermined action. Specifics as to the name, ID number, time of transaction, and type of denial are also recorded electronically to histories, as well as other alarms. Histories and other system reports can be customized in various ways and can be a valuable aid in the investigation of various incidents, as well as in controlling and monitoring time and attendance. Some companies utilize data from the access control systems to trend occupancy levels and use this data to shed energy loads in order to save on rising energy prices. 

The industry of electronic access systems is continually expanding in terms of technologies, manufacturers, and installations. The majority of these systems are becoming more affordable and easier to use, whereas the technology that makes the systems work is becoming more advanced. Compiling modern, easy-to-use, graphical user interface software has made the management of "enterprise" scale systems a much easier task than it was just a few years ago. Older enterprise scale systems use operating systems and software that consist mostly of typed command line interfaces, which are less user-friendly than the more recent graphical user interface-based technology. Front-end computers on these earlier systems usually require more frequent maintenance and are more costly to repair than the modern systems being installed today. Installation of an electronic access control system will also contribute to the control of keys. Master keys need only be issued in certain circumstances and may be signed out only when necessary. A daily sign-out control policy can ensure that master keys never need to leave the property. Most installed access systems use a card or similar medium to provide access in place of the key. If lost, the card can easily be voided by the operator of the system. This is a simple solution compared to the loss of a master key, which results in changing many locks and reissuing keys to all keyholders. The access card will usually have a numeric or binary code that is verified by a computer host, ensuring validity. 

Modern electronic access systems have many features to enhance the level of access control to a facility area, or room. Turnstiles, interlocking mantraps, and parkade gates are combined with access readers to prevent passback and "piggybacking" in parking garages and high security areas. Cards may only allow one badge in and one badge out to track the time in and out of the facility or area. Some systems have enhancements, such as the addition of "mobility impaired" access, to allow the extended opening time of a door. In the event of a stolen card, the card can be "tagged" with an alarm upon use, alerting the operator at the monitoring station to dispatch security personnel to the location of the cardholder. Meanwhile, the card remains active and permits access, so as not to alert the holder of the card. 
Systems can be interfaced or integrated with other systems such as building automation, fire systems, and human resources computer databases. This allows the access holder to gain access and turn on lights or air conditioning to his or her work area with the use of the access system. With the activation of a fire alarm, an access card could be automatically validated for use by the fire department. 

ACCESS SYSTEM DATABASE MANAGEMENT 
Controlling the access system should have similar strict procedures to those of the key systems. Issue should be controlled by consistent and appropriate documentation. Typically, information is kept in a cardholder's file, along with a history of changes and authorizations. These files should remain easily accessible by authorized personnel until a set time has elapsed since termination of the cardholder's access. This not only assists in audits, but can also control costs, as a card with picture identification can be kept on file in the event that the cardholder returns to work in the near future. Returned damaged or defective cards should be destroyed and documented in the system database so identical cards can be reissued in the future. Equal attention should be paid to the management of electronic databases. Spelling and pattern consistency are vital to good database management. Frequent software backups may one day pay off in the event of host server failure. 

BIOMETRIC TECHNOLOGIES 
Biometric technology is slowly becoming more commonly used in airports and other immigration checkpoints. Facial recognition technology is integrated into CCTV systems to identify individuals who are either wanted by law enforcement or may not be permitted travel to a given country. Facial recognition technology is quickly becoming an important tool in the prevention of international terrorism, smuggling of contraband, and child abduction at points of entry in countries around the world. 

RADIO FREQUENCY (RF) INNOVATIONS 
Most modern access control systems utilize a contactless or radio frequency card that, when merely presented near a card reader, will be read by the system and either permit or deny access. 

Recent innovations in access control technology have led to the use of contactless "smart" cards. In addition to providing the required data for traditional electronic access control, other information can be stored on the card, such as personal identification numbers to allow access, or even a biometric template, matching the cardholder's thumbprint or retina information to the content of the card. Other uses for the card may involve building automation or cashless vending. 

ACCESS CONTROL IN THE INFORMATION AGE 
Since the mid-1990s, business has migrated from the physical storefront to the Internet. We now use this medium to perform banking, manage our investments, and purchase goods and services. Companies make use of the Internet to give their employees access to the corporate network so that they may work from home. Years ago, people perceived corporate espionage as being performed by people dressed in trench coats, picking locks with crude devices, and stealing information with small cameras. Today, that image has been replaced with a teenaged computer hacker at home in his parents' basement. This sort of threat has led to an increase in the IT security field, a multibillion-dollar industry. 

Another large part of controlling access is security awareness. Identifying and reporting lapses in security can prevent unauthorized access. Closing blinds in a locked office prevents access to some of the visible information held within. Paying extra attention to weaknesses in physical security, policy, and facility design can play a large part in access control. 

As with many processes, the policies and procedures for controlling access in facilities are sometimes subject to flaws or have "room for improvement," and should therefore be scrutinized by management. Some ideas for change and improvement can be made at the level of the protection officer, and discussion between officers concerning problems should be encouraged at shift exchanges during officer briefings and staff meetings. Tightening security should not be the only criterion for continuous improvement. In many instances, the need for faster authentication of authorized personnel may be considered essential, as losses may occur due to an unauthorized person being "held up" by security. 

	EMERGING TRENDS


	In addition to those trends in information security, there are many new and emerging trends and tools that relate to the function of access control. These include, but are not limited to, optical high-speed turnstiles, handheld explosive and biohazard detection, and most recently, millimeter wave scanning. 

Millimeter wave scanning is the latest trend in pre-board screening at airport facilities. While it is an effective replacement for manually searching passengers, privacy advocates criticize the technology as unnecessarily invasive and a threat to personal privacy. The images produced by this technology for viewing by security personnel are truly vivid nude renderings of passengers. The industry insists that privacy is maintained, as there are no stored images, and the facial images are censored. 

Use of these systems has not only been instituted at airports and embassies, but is becoming common in nightclubs and even theaters. The role of performing and facilitating access control continues to evolve, as does the technology that supports it. It is a vital first line of defense in the protection of people, assets, and information. 























SECURITY QUIZ 


1. The task of performing effective Access Control includes record
a) Control
b) Planning
c) Keeping
d) Destruction 

2. Signing in at a security __________is a common function of controlling access. 
a) Officer 
b) Register 
c) Course 
d) Door 

3. _________ of regular occupants to a facility is considered a very secure form of access control. 
a) Recognition 
b) Harassment 
c) Interrogation 
d) Arrest 

4. There needs to exist a clear policy for the denial of __________for individuals without proper credentials. 
a) Rights
b) Access
c) Service
d) Income 

5. The effectiveness of physical security is further enhanced by strict ________control.
a) Inventory
b) Pest
c) Car
d) Key 

6. ______key blanks can have a restricted issue to one distributor or end user.
a) Metal
b) Foreign
c) Proprietary
d) Expensive 

7. The feature of access control systems operating off-line and not connected to a host computer is often referred to as ___________ or 'offline' mode.
a) Upgraded
b) Access
c) Degraded
d) Egress 




8. Smartcards have the ability to store a biometric _________among other types of information.  
a) Template
b) Contemplate
c) Record
d) Cash 

9. _______ is an effective alternative to manually searching airline passengers.
a) X-Rays
b) Facial Recognition Technology
c) Millimeter Wave Scanning
d) Biometric Template Technology 

10. Biometric technology is slowly being removed from usage in airports and other immigration checkpoints.
a) True 
b) False
