CHAPTER 34 - Foundations for Surveillance

OBJECTIVES 
· Define and describe the four types of surveillance: covert, overt, personal, and electronic 
· Explore the scope of equipment requirements for surveillance 
· Discuss legal ramifications of privacy 

In most popular media, the concept of surveillance is either portrayed as a man in a wrinkled, coffee-stained suit or an extremely large, sophisticated, and complex electronic array that requires three or more people to monitor. In reality, the typical surveillance operation falls between these. 

The basic goal of surveillance is to obtain information that might not be immediately available without a concerted effort and a focused attention. In most cases, it is the watchful, knowledgeable, and sometimes lucky selection of points of focus that yield the best results. In other cases, it is the act of watching that produces results. 

Of utmost importance in all surveillance operations is a proper understanding of privacy and the limits to which one can surveil another without violating legal restrictions, company policy, or common sense. 

GENERAL TYPES 
Surveillance operations can be broken down into a matrix of sorts with the headers being covert and overt on one side, and personal and electronic on the cross-referenced edge. As such, it is only appropriate that the bulk of this discussion be framed within the four possible combinations of these types. 

· Covert operations are those done in secret without the knowledge of those being observed. Blending with the surroundings is critical to the success of these operations. 

· Overt operations are out in the open, and can usually be easily identified as what they are. 

· Personal operations are those carried out in person by individuals or teams of operatives. Although the initial setup of such an operation may not be overly expensive, the continued use of manpower quickly increases the amount of required funding and quickly outweighs the cost of electronic alternatives. 

· Electronic operations can range from CCTV (Closed-Circuit Television) systems to transmission interception and receipt of other electronic information. Usually, the operators are well out of sight, even if the equipment is clearly visible. 

COVERT PERSONAL SURVEILLANCE 
Covert personal surveillance is the act of watching another from a location of concealment, or in a manner in which this act is not obviously being carried out. This is the main focus of the services of some investigators dealing with cases such as marital strife, insurance fraud, and even law enforcement investigations. While this surveillance is personal rather than electronic, it should be noted that some electronics are usually involved, but this is often limited to a camera, a voice recorder for the retention of comments on the observations, and similar low-end electronics. The primary advantage of this method is that it provides for a human decision-making option as the situation evolves. By being on the scene, the operative(s) can determine how to refocus the operation to obtain better results. The major drawback is that this is extremely manpower intensive. In order to not attract too much attention, it is best to randomly exchange operatives so that the same person is not in the area for an extended period of time, drawing potential interest through being conspicuous. When performing vehicle surveillance, this is even more of an issue, as specific vehicles are easily recognized if they continuously pass into and out of view. 

These operations can yield interesting results stemming from the fact that, when properly executed, those observed are not aware that others are paying attention to them. 

OVERT PERSONAL SURVEILLANCE 
This type of operation ranges widely in its application. Most people in the field of protection engage in this type of operation on a regular basis without realizing that it falls within this category. Overt personal surveillance is the execution of visible and open inspection, such as when on patrol. The act of gathering information is shared in importance with the deterrent value of such an operation. The person executing these duties may be looking for specific types of incidents or situations. Through their presence, and the fact that they are paying attention to their surroundings and the persons in those surroundings, this may cause those in the area to reconsider intentions of violating company policy or legal restrictions. 

The performance of this type of operation is most likely to alter the behaviors and responses of persons in the observed environment due to the fact that there is clearly a person paying attention to those present. 

COVERT ELECTRONIC SURVEILLANCE 
The use of hidden cameras, voice and electronic recording equipment, and similar devices falls within this category. It is within this type of operation that the surveillance agent must pay the closest attention to privacy issues, as the unwelcome observation of persons, under certain circumstances, may violate state or federal restrictions on such actions. Care must be taken and counsel sought when designing such operations, so that violation of such restrictions does not occur. 

Some equipment options might include pinhole cameras; cameras concealed in sprinkler heads, clocks, books, and other nondescript items; scanners tuned to permissible frequencies; and even long-range audio amplifiers as permitted. The equipment selection, given the right budget, can look very much like the property of a movie spy. The actual selection is often limited only by the budget of the operation. 

Much like personal covert operations, this method often yields very interesting results. If the operation is properly executed, those being watched are not aware that they are being observed. As a result, they will act in a manner that is completely natural to them in the given environment. 

OVERT ELECTRONIC SURVEILLANCE 
The classic example of overt electronic surveillance would be the pan/tilt/zoom camera domes found in most department stores. These provide a significant amount of information to a trained operator and are also a very visible deterrent to certain types of crimes. Often, if the recordings of such a system are replayed, persons can be seen behaving in one manner, looking up to find that a camera is in the area, and immediately altering the previous behavior to bring it more in line with the expectations of that environment. It is not that the devices themselves have any potential to bring harm to the individual. It is the concept that, absent of a clear view of the operator of the system, there is no way to know if the camera watching that specific area is being paid attention to at the given moment. It is the fear of possibly being observed that provides the deterrent factor in this case. It is because of this that CCTV systems, in such setting as industrial locations and employee-only areas of other types of businesses, should be placed in such a manner as to make it plainly obvious that CCTV is in use, but without providing a view of the monitors themselves. Those in the area should know that observation occurs but not be able to determine which area at any given time is being observed. 

EQUIPMENT REQUIREMENTS 
As previously stated, the equipment may vary widely. In the case of personal surveillance, either covert or overt, it may be as simple as binoculars, a camera, a mini-recorder, and a notepad. The initial outlay might be as low as a few hundred dollars, and the equipment retained over a period of many operations. In electronic operations, the initial outlay may be thousands, or tens or hundreds of thousands, of dollars. This is based upon the scope and sophistication of the intended operation. As an example, moderate grade pan/tilt/zoom camera operations require not only the camera dome itself but also a control unit, video cabling, power sources and cable, and a method of recording the input. A single PTZ (Pan/ Tilt /Zoom) camera, in a stand-alone system, could be thousands of dollars and would still have to be manned at least occasionally. 

The equipment must be appropriate to the nature and scope of the operation if it is to be of optimal effectiveness. Experience and common sense will dictate the exact requirements. 

Regardless of the nature and method of the operation, the underlying goal of obtaining information must also be addressed in the equipment. If this information is to be used in a truly effective manner, it must be recorded in some way. Certainly, in cases of criminal and civil actions, the best possible method of recording the information should be sought. 
To appear in court without physical evidence would be of almost no use at all. In many cases, simple still photographs can make a significant impact. Videotape, made through camcorders or more complex systems, can often solve certain cases, such as insurance fraud. 

PRIVACY ISSUES 
Although the pursuit of justice and the protection of personal or company property is highly important, it is also critical that the laws protecting privacy be honored and protected. As such, it is essential to understand the basic concepts and research laws that could have bearing on the specific operation to be undertaken. Do not ever assume that the privacy laws of one area apply wholly to another area. 

As an example, in some states, recording a telephone conversation may not be done without the prior knowledge and consent of both parties on that call. In other states, only one person must be aware that a recording is being made. In some cases, an employer may listen in to employee telephone conversations, based on legal permissions, specific content in the employee hiring agreement or employee handbook, or simply because the telephones are owned by the employer and provided only for the execution of work-related duties. Without a clear understanding of the laws and restrictions that apply to the location in which you intend to perform a surveillance operation, it could be very easy to violate those laws. 

Although there are many "rules of thumb" on this issue, the fact is that local laws vary so widely that the best guideline to follow is to research those that apply to your target area. 

RECORDING AND RETENTION 
As already noted, it is best to make some durable record of the surveillance operation's results. In some cases, this can prove a suspicion; in others, it could be used to defend the execution of practices of those involved in the operation. The materials produced by such activities should be retained for a period of time that is appropriate for the material and actions identified through that investigation, or for the locally defined period of time that those involved might be allowed to enter into a civil action, whichever is longer. In short, be prepared to prove your case for however long it might be an issue, and be prepared to defend your operation against civil accusations. Some companies have a policy that directs all closed case materials to be destroyed after a certain period of time, such as a 2-year retention policy. Research these directives before executing them. 
In some states, those involved are permitted up to 4 years to file civil suits. It would be in the best interest of those involved that they have supporting evidence should this occur within the allowed period of time. Again, research the laws and restrictions that apply to not only your location, but also the specific location where the operation takes place. 

Save everything if possible, especially in retaining video and imagery evidence, as you never know what might be seen in the secondary areas of the image. Some cases have begun and been proven based on the background scene in video recordings. Even when the primary action, the focus of the video, did not prove to be a violation as previously thought. Pay attention to your background, and review all materials with this in mind. If storage space becomes an issue, it might be that noncritical materials have to be discarded. Review these materials prior to removal to ensure that there is nothing of value in them. 



















SECURITY QUIZ 

1. Covert operations are intended not to be known or recognized.  
a) True  
b) False 

2. Personal operations are the least expensive in the long run.  
a) True 
b) False

3. Equipment requirements vary depending on the location, nature, and goal of the operation.  
a) True  
b) False 

4. A proper understanding of privacy issues is only important if the case goes to court
a) True 
b) False

5. Electronic surveillance could include: 
a) CCTV  
b) Interception of radio transmissions 
c) Interception of other electronic information  
d) All of the above 

6. Considerations for the retention of records could include:  
a) Company policy  
b) Statutes of limitation  
c) Storage space  
d) All of the above 

7. Overt personal surveillance:  
a) Relies on being properly concealed  
b) Could deter some incidents  
c) Both of the above  
d) Neither a nor b 

8. A simple camera surveillance system will often include:  
a) A camera  
b) A recorder  
c) A cable and connections  
d) All of the above 

9. In some states / provinces / countries, recording a telephone conversation may not be done without the prior knowledge and consent of both parties on that call.  
a) True  
b) False 

10. If storage space becomes an issue, it might be that noncritical materials have to be discarded.  
a) True  
b) False 
