CHAPTER 43 - Community Relations: Making the Strategy Come Alive

OBJECTIVES 
Discuss the concept of an experience economy as it applies to private security 
Give a list of options and identify the five areas necessary in creating a positive experience 
Discuss the concept of costs of quality as it applies to private security 
Discuss branding and how it is an important part of a security operation's business strategy 
List the three phases of relationship building within a community 
Convey the importance of contact protocols in managing the relationship with the client or users of security services 

INTRODUCTION 
When you arrive for work, you know what is expected of you. The skills of your profession are learned through education or training programs, on-the-job training, or even through certification programs like this one. It is not enough, though, to focus solely on those "hard skills." In order to be truly effective, you must understand and appreciate how your efforts fit into and support the overall strategy of your security operation, whether a contract agency or an in-house department. You must also be able to employ the "soft skills" of interacting with people to create positive outcomes. Being able to work with others in a manner consistent with your operation's strategy is the mark of a true professional. 

In this chapter we will explore some ideas about how what you do fits into the business success of your security operation. We will consider the experience you provide to those who use or benefit from your services, followed by a look at how what you do impacts the costs to the operation. How all of this is important to, or supports, the strategy and branding of the security operation, and your role in that, makes up the third section. The last section examines the idea of engaging the community itself as part of the security effort. When all of these are aligned, the effects can be powerful. 

Before we get started, consider . . . 

a) Two teenagers stand before a gumball machine at the mall. They insert a coin and watch one of many colored gumboils fall through a dizzying array of chutes and slots on its way to being dispensed at the bottom. The machine lights up and plays music as the gumball makes its journey. Neither teenager takes any of the gumballs they purchased. Instead, they just laugh and giggle. They seem simply to enjoy the show. 

b) You purchase a new gadget from the local electronics store. When you get home, you find out it does not work. You call the store and they ask that you return it. When you do, your defective gadget is exchanged for a brand new one, no questions asked. 

c) In July 1969, Neil Armstrong became the first man to set foot on the moon. NASA folklore says President Kennedy visited NASA sometime months before the launch. He spoke with a number of people on his tour. At one stop he asked a janitor what his role was in the space program. "Mr. President," the janitor responded proudly, "I am helping to put a man on the moon." 

What do these stories have in common? How do they relate to what you do? If you are the suspicious type, you may think to watch the teenagers more closely or wonder if you are being watched for making a bad return as part of a larger scam, or maybe you wonder if the janitor was a plant. Indeed, a certain amount of suspicion is necessary to be successful in our business. However, we are going to consider these anecdotes a bit differently. We are going to look at them from a larger, business perspective, one of how you fit into ensuring business success. As suggested above, how these tales are interpreted is the difference between a security officer and a practitioner, between one who merely punches a clock and a true professional. 

SECURITY AND THE EXPERIENCE ECONOMY 
In the 1990s, B. Joseph Pine II and James H. Gilmore took a close look at how businesses and economies have evolved through human history and suggested we were then moving into what they called an "experience economy" (Pine & Gilmore, 1999). From the earliest days until fairly recently, most of our economic activity was designed to get the things we need directly from the earth through hunting and gathering or farming. Ours was an agrarian economy. In the 19th century, we moved into an industrial economy where most of our effort was dedicated to making things. We used raw materials pulled from the earth and mass-produced all manner of goods. As recently as the 1980s and 
1990s we started to see more businesses geared not toward making things, but in doing things for others. In this service economy we saw companies built around personal assistants, dog walkers, international shipping corporations, and so on. According to Pine and Gilmore, the experience economy is evolving as the next step. To be sure, there is still a significant amount of agrarian economic activity going on, and service businesses of one sort or another have existed for a very long time. However, overall, the notion that our economies have evolved or can be broken into categories is interesting and informative. 

The notion of the experience economy suggests that people are buying not only because they need this or that, or they need something done, but because they want a particular thrill. The teens putting money into the flashy gumball machine wanted the "experience" of watching the gumballs fall through the maze and listening to the music. We go to concerts or the theater because we want the "experience" of the music or the show, something we cannot get with just a CD or video. We go bungee jumping or hang gliding or even skydiving because we want the thrill of our stomachs in our throats, the adrenaline rush. Business leaders have learned the lessons here. Look at advertising today. How many car commercial messages, for example, are based on the qualities of the car itself and how many are based on a "feeling" you will get when you drive that particular car: the "experience"? 

In an environment where the basic good or service is rather common, not all that different from any other, or is more or less a commodity, we have to stand out from the crowd somehow if we are to be competitive. Think about what this means for the business of security. Almost anyone can check a door to ensure it is locked, or read a gauge to ensure it is within certain parameters. It does not take specialized training to read an ID badge or check a name against a list at an access control point. The ultimate "buyers" of our services (where security is part of a service economy) know this and they pressure our agencies or departments for more services, higher standards, or lower prices or costs. 
If security is provided by a contract agency, they may threaten to buy from a competitor. If security is provided in-house, they may threaten to decrease our budgets or outsource the security function. Whether contract or in-house, this can cause downward pressure on our wages. 
Sure, we may require licensing or certification, personal discipline, and even some expertise in identifying security risks before they become security threats. Sure, the costs to our users if we do not do our jobs can be extensive, suggesting we should be compensated accordingly. But the end user may not dwell on all of this when he makes his buying decision, when he chooses our agency over any other, or sets our department's budget. We will consider these perceptions below. For now, though, how can a security operation, whether a contract agency, in-house department, or some other differentiate itself from every other option and offer an "experience"? How can the experience be built into the relationship we have with the community or setting in which we operate and be employed as part of the overall security effort? 

Creating a positive experience involves being effective in five areas. Any security operation seeking to do so should make it a part of its strategy and management infrastructure to develop processes that address each area. Any security officer, committed to professionalism, the success of the operation for which he works, and ensuring the security of those he protects, will make every effort to do his part as well. 

Create a Consistent Theme: Have you ever taken a road trip and stopped at your favorite fast food chain for a quick bite to eat? Did you notice that it looked almost like every other you have seen? Maybe the physical layout of the building was a bit different, but the signage, the menu, the uniforms, the countertops, and tables all looked and "felt" essentially the same, right? What makes that fast food chain different from all others, and competitive against all others, is just that. Every one you enter reminds you where you are, that you are in their place and no other. This builds a sense of familiarity, comfort, and trust. Every interaction any user of your services has with your operation or you should "feel" the same. If your operation's strategy involves providing highly competent antiterrorism officers at critical areas such as nuclear or power plants, then every time the client or overseeing authority calls, meets in your office, sees your duty vehicles, or talks with you or one of your fellow officers, he should "sense" that he is dealing with highly competent antiterrorism officers. If your operation's strategy is to provide professional security officers for access control in high-end office buildings, then every interaction should have that feel to it as well. 

An effective security operation will likely develop a focused strategy, one that allows it to dedicate its resources to maintaining that consistency. If there is no such strategy, and the operation falls into the trap of taking on any business it can, the consistent theme will not be there. Security officers working different sites will "look" different. Where an established operation identifies different strategies that are complementary, a slightly different look may be acceptable here and there, but the overall theme should remain the same. This also means the operation should create a powerful and consistent brand in the marketplace. Whenever anyone sees that operation's logo or one of its officers or vehicles, there should be no doubt as to who they are. The brand follows the strategy. A well-armed security officer wearing a distinctive uniform with a clear logo on his truck or utility vehicle fits well as an antiterrorism officer, less so as the access control officer in the professional building. Conversely, a security officer wearing a blazer and tie or a crisp uniform does fit well in the professional environment, and maybe not so much so in an antiterrorism deployment. 

You are part of that strategy and branding. You should wear your uniform, whatever it may be, correctly. You should endeavor to look sharp, according to your operation's rules for uniform wear. The uniform is not an exercise in self-expression. It is designed, by definition, to make everyone wearing it appear "uniform." It is designed as part of a consistent theme. Part of this, too, is your demeanor and how you present yourself to your superiors, those you protect, and other users. You should maintain an even temperament, be well reasoned, and think clearly and critically. Your reports should be thorough, yet concise. You should be an image of competence at being an antiterrorism officer, an access control officer, or whatever sort of security officer fits your operation's strategy and brand. When others in the community or environment see you, you are your operation's brand! 

Layer the Theme with Positive Cues: When you visit an amusement park you are teased almost as soon as you enter the parking lots. Signs with images of the park's characters direct you through traffic. As you get closer to the front gate, you may hear the screams of guests already inside as they fly by on one of the twists and turns of a rollercoaster. Once at the gate, you hear theme music, you see costumed characters walking around, and park employees are all "on stage" doing everything they can to make you feel welcome and wanting more. Everywhere you turn you see or hear another "something" sending you the message that this is a fun place to be. These cues are not accidental. They are designed to send those messages to you. More often than not, they work! Your operation should develop a series of cues that send positive messages, and reinforce the strategy and brand. Sticking with our antiterrorism versus access control officer example, what cues can be seen between the two? The antiterrorism officer, protecting critical infrastructure, may carry an assault rifle, a very powerful cue. He might be dressed in a manner that appears militaristic and combat ready, with helmet, tactical vest, heavy boots, and so on. To the potential attacker, he sends a very powerful message of "Do not come here!" which translates to a positive set of cues for those in the community or environment he protects, "This security officer is very well equipped to protect us." The security officer working in the high-end professional building might be dressed in pressed trousers and shirt, with a conservative tie, a classy looking blazer with a distinctive patch on the pocket. Or maybe he will wear a uniform shirt and trousers reminiscent of law enforcement or military dress. The message he sends is that he is a professional and fully capable of interacting in this environment. If he wears a uniform, an added duty belt may send an additional message that, while professional, he has tools available to support him when he needs to be stern (as in when denying access to those not authorized to enter). Even the security officer at that amusement park can send those positive cues. He may interact proactively and personably with guests. While he is making the guests feel welcome, he is also letting them know he is there and that he is watching out for them. This sort of "preventive interaction" can be very powerful, as we will see later. 

Positive cues sent by the security operation may consist not only of the deliverable of regular reporting, but also of having a key manager or account representative contact the client or supervising executive and reinforcing whenever a positive security event occurs. This point of contact may or may not read all of the operation's reporting as often or in as timely a manner as he may like. He may have other work or issues he needs to address. When the account representative makes a proactive call and informs him that the operation's officers coordinated with law enforcement the previous night to have arrests made of subjects attempting a burglary or that they found an important area unsecured and were able to secure it, what is the cue sent? He may see all of this in the operation's report when he gets to it, but the message sent is that the security operation understands and cares about his security concerns and wants to be sure he is aware of key issues. A proactive reporting process may also offer commentary on the rhythms of the environment, beyond simply noting events. For example, imagine how useful it may be for a factory to learn the night shift employees seem to be suffering from low morale or that a particular employee recently suffered a loss in her family. Factory management could investigate further the cause of the low morale, a leadership issue, and resolve it in order to inspire more efficient production, a management issue. Or they could reach out to the distraught employee with compassion, sometimes an incredibly powerful leadership technique in and of itself. The security operation should communicate not only when there is an issue, but also when there is not. If things seem to be quiet and running smoothly, regular contact should continue. Positive cues build strong relationships, which allow for presenting more positive cues. The process can feed on itself and grow. 

As the security officer working at a given site, you must interact professionally and personably with everyone. Interacting professionally sets in the minds of others that you are competent and fully capable. Being personable, or friendly, lets them know you are approachable. You end up conveying that they can come to you with their concerns, that you are available to assist them in their worries about safety or security in the environment, whether it be a workplace or some other area. When you become aware of a potential issue, address it. You may or may not have the authority to address it directly, but you should at least have the ability to pass it on to the correct person. When people recognize you as a professional, personable, and proactive security officer, imagine the comfort level, the "experience," you create for them. Imagine the sense of community you can build. That is the goal. 

Eliminate/Manage Negative Cues: Nothing ever goes right all the time. When it seems like it does, we likely have been grossly misinformed. Although it is always important to address things that go wrong, our concern is to eliminate or manage the negative message others may get from us. When a security officer is found to be dressed or behaving inappropriately, it sends a negative message to all who interact with him. A dirty patrol car or messy work area sends a similar message. One of the largest amusement parks in the world does a full inspection of its property, inspecting every single ride, replacing any burned out light bulbs, cleaning the park thoroughly, ... every night. They invest a great deal into an entire secondary workforce that never sees a guest. Their only purpose is to ensure the negative cues of a malfunctioning or closed-for-service ride or even the silly small things like a burned-out light bulb are never sent. 

Communicating openly about the bad news with a client contact or supervising executive is important. The security operation should make the first notification wherever possible to ensure he hears it from the source. He should never get such information secondhand, and be left wondering about what the security operation may or may not have done. When a breach occurs or a threat becomes an incident, an informative call lets the contact know security personnel are addressing the issue directly. The damage may be done, a negative cue. But the account representative called, informed, and has taken direct action to address the matter. This can be a very powerful positive cue. The agency has negated, or managed, the negative cue in doing so. The security operation should be ahead of the point of contact wherever possible, too, in developing solutions for any security worry he may have. When the business plans an expansion, for example, he may have myriad other things on his mind, only to find out later that he missed something important. If the security operation knows about the expansion and makes suggestions as to potential security risks that can be addressed, the contact can see them as an operation interested in solving his problems before they become headaches. 

On the ground, day or night, you should adopt a similar approach. When issues or worries are identified, address them. Act within your scope of authority and do whatever you can to solve the problem. When the solution is outside your scope of authority, refer it to the appropriate party, whether your supervisor or a point of contact, depending on your own operation's rules for such things. Never let an issue fester unattended, though. They have a surprising knack for growing well beyond mere headaches then, and tend to become cancers that can seriously infect your operation and those you protect. Your challenge, as a security officer, is to educate yourself so you can identify what is or is not an issue. Some things are easy; an unsecured external door after hours is likely a concern. Some things are not so easy; what do you do when a day shift employee wants to get into the building on a weekend to get something from his desk so he can work on a project at home? Policies and procedures can offer valuable guidance, but they cannot predict every possible circumstance. At some point, you must make a decision. When you address such issues fairly and responsibly, your supervisors and the client contact or supervising executive see them being addressed — a positive cue — before those issues become real concerns for them — a negative cue. 

Offer Memorabilia: Have you ever gone to a concert or event and come home with a tour t-shirt? Have you ever eaten at a restaurant and left with a toy for the kids, a commemorative glass, or some other such gift? Have you ever gone anywhere and come back with a souvenir? These items are designed to trigger your memory every time you see them, to serve as "mementos" of the "experience" you had when you first got them. They act as "positive cues" long after the experience is over. 

Many companies send birthday or holiday cards to clients. When personally signed, these show a "human touch" and often are displayed on the recipient's desk or wall for a few days or through the season. A lot of companies also offer pens or pads or mugs or any manner of things with their logo emblazoned on them. Military or law enforcement organizations may give certificates, special plaques, or even challenge coins. Offering a memento that is unique to the agency can go a long way in reminding clients of the security operation even when its personnel are not in front of them or reaching out to them to follow up on an issue or maintain the relationship of the account. 

Where you, as the security officer, may be authorized by your operation to do so, pass out mementos as appropriate. While some security operations create related literature, brochures with security tips, for example, many of us on the front lines do not have this available to us. If these are available, pass them out freely. If you have nothing like this available to you, you can offer compliments or affirmations, recognizing or encouraging those you contact in their efforts. What stays in the person's mind is when you greet everyone with something like a simple, "Good morning, Mr. Jones, good to see you again," versus, "Good morning, Mr. Jones. I certainly appreciate having alert people like you around. It makes the whole place a lot safer when everyone is paying attention." If possible and appropriate in your environment, engage Mr. Jones in simple conversation when you see him. It may sound trite, but Mr. Jones now feels welcomed as part of the security effort and appreciated for who he is (something all people secretly want). Over time, that relationship will grow, as will the relationship you have with all others you greet or with whom you talk. The message will eventually get back to your supervisors and 
maybe even your client contact or the supervising executive himself. 

Consider All Five Senses: As humans, we take in everything we know about the world around us through use of our five senses. If we want to send, or reinforce, the message of creating a positive experience for others, we should try to do so through every sense we can. While there may not be many messages we want to send through smell, for example, we can at least consider these in the abstract. 

Creating a positive experience involves being effective in five areas. The security operation will likely make it a part of its strategy and management infrastructure to develop processes that address each area. Any security officer, committed to professionalism, the success of the operation for which he works, and ensuring the security of his customers and end users, will make every effort to do his part as well. 

COST OF QUALITY 
As security officers, we are aware of what might happen if things go wrong. We know breaches in security are not acceptable; compromises of our client's or business's interests are to be avoided. Aside from the damages of the loss itself resulting from the breach, we lose the goodwill of those who benefit from our work. We can easily imagine that our client, or the larger business of which our department is a part, will lose faith in our operation and us should such things occur. Those who work, live, or play in the areas we protect will suffer a similar loss of confidence where they are affected. Our fellow officers are embarrassed and may become disheartened to work alongside us. 
Indeed, our operation may even lose some of its competitive position in the marketplace. What client wants to contract with a security agency that cannot keep things secure, after all? What executive wants to keep an in-house team that cannot do so? 

Back in the 1950s, engineers and managers in industry, particularly in manufacturing, began looking at what has since become known as the "cost of quality" or "quality costs." 
They noticed, for example, that when making a particular item, a widget, there was a certain amount of raw material that went into the production of that widget. That raw material was purchased at a price. The wages paid to the workers who made the widget were paid at a given rate. The cost of running the machines was calculated as well. Should there be a defect in a widget, it would have to be fixed or perhaps even scrapped. If fixed, additional costs would be incurred: materials, wages, use of machines. If scrapped, the costs already incurred would now have been effectively wasted. These additional or lost costs, separate from what it actually costs to make the widget in the first place, are the costs of poor quality. 

Mistakes happen, though. So these same engineers and managers started to put failsafes into their processes. They used inspections at multiple phases to catch defects early. They wrote manufacturing guidelines for frontline personnel to minimize human error. They even spent more time trying to design the manufacturing process itself to be more efficient and have fewer opportunities for error. The inspectors had to be paid, of course, so their wages represented a cost. The time it took to write out more detailed procedures represented a cost. Even redesigning processes represented costs. 

It does not stop there. Remember that electronic gadget you purchased in the second example at the very beginning of the chapter? Imagine that as the widget. Now you have a defective widget. You took time out of your day to complain. That is time you could have been doing something else, a cost to you. The person who took your call probably had to be paid either way but he could have been doing something else, too, another cost. You took more time out of your day to return the widget, a cost. It was returned and sent back to be fixed or scrapped, costs. The only saving grace in this example is that they made the exchange with no questions asked which, hopefully, meant for a positive experience and well-managed negative cues for you. 

All of these costs are known as the "total quality costs." Whole disciplines and countless consultants have sprung up to help companies reduce these costs. Keep in mind that the money spent in these areas is money that cannot be spent elsewhere, such as in business expansion or on wages and benefits for you and your fellow security officers. So you, the security officer, have a significant interest in ensuring the quality of your services is the highest possible. This is not just a question of ensuring there are no breaches or compromises. For the true professional and practitioner, it is also a matter of ensuring the "experience" is always a positive one. Every complaint, similar to your return of the widget, must be addressed somehow and that means costs will be incurred. Minimizing the need for those complaints also minimizes costs. 

TABLE 2 Total Quality Costs
	Prevention Costs 
The costs of all activities specifically designed to prevent poor quality in products or services. Examples are the costs of new product review, quality planning, supplier capability surveys, process capability evaluations, quality improvement team meetings, quality improvement projects, quality education and training. 

	Failure Costs 
The costs resulting from products or services not conforming to requirements or customer/ user needs. 
Failure costs are divided into internal and external failure cost categories. 


	Appraisal Costs 
The costs associated with measuring, evaluating, or auditing products or services to assure conformance to quality standards 
and performance requirements. These include the costs of incoming and source inspection/ test of purchased material; in-process and final inspection/ test; product, process, or service audits; calibration of measuring and test equipment; and the costs of associated supplies and materials. 

	Internal Failure Costs 
Failure costs occurring prior to delivery or shipment of the product, or the furnishing of a service, to the customer. Examples are the costs of scrap, rework, re-inspection, retesting, material review, and downgrading. 


	
	External Failure Costs 
Failure costs occurring after the delivery or shipment of the product, and during or after the furnishing of a service, to the customer. Examples are the costs of processing customer complaints, customer returns, warranty claims, and product recalls. 


	Total Quality Costs
The sum of the above costs. It represents the difference between the actual cost of a product or service and what the reduced cost would be if there were no possibility of substandard service, failure of products, or defects in their manufacture. 



Consider Table 2 (Campanella, 1999, p. 5). Imagine how you, as the security officer, can do your part to reduce these costs by creating a positive experience. All of these costs, considered together, are known as the "total quality costs." The money spent in these areas is money that cannot be spent elsewhere, such as in business expansion or on wages and benefits. In a service-related business, such as security, these costs can be significantly reduced by providing a positive experience for the customer. 

Remember the old adage from Ben Franklin, "An ounce of prevention is worth a pound of cure"? The same concept certainly applies here. The costs incurred to ensure a high-quality security effort before the service is ever delivered are often much less than the costs incurred after a breach, compromise, complaint, or other loss. 

Prevention Costs: Prevention costs, the costs incurred up front to create a high-quality experience or ensure an error or failure does not occur, ideally are accepted or even encouraged as part of doing business. A security operation often incurs the additional cost of conducting a threat assessment or other security review prior to taking on a new account or new responsibility for just this reason. Similarly they hold managers' or supervisors' meetings to ensure the regular flow of information and early identification of issues. Licensure, certification, and training may also be counted as prevention costs. As the security officer, you can ensure you are aware of the layout and security issues of the facility or property you are assigned to protect. You should also communicate regularly with your supervisors just as they do with theirs. Most important, you should be proactive in your patrols and duties, especially in building relationships, thus creating a positive experience for those who live and work in the environment you protect. 

Appraisal Costs: Appraisal costs, the costs associated with checking up on ourselves, are an important part of anything our agency does, or we do if we are serious about ensuring a positive experience for those who use our services. Reporting and statistics allow the security operation to identify concerns or trends and address them proactively. 

Inspections of security officers and sites do the same. Even security drills and performance tests may be appraised. You should always be conscious of the quality of your patrols and inspections, to ensure you have covered and considered everything for which you are responsible. 

Internal Failure Costs: Failure costs, those incurred as a result of some shortcoming on our part, are to be avoided or minimized wherever possible. Not doing a thorough threat assessment, and thus failing to consider a material security risk or a security officer not making complete rounds and missing an unsecured door, are incidents representing failure costs. 

Even not connecting with the members of the community you patrol and missing something they could have told you about could be considered a failure cost. Can you see where a checklist, an appraisal cost, may be useful in avoiding this, for example? 

External Failure Costs: Some failures occur after our services have already been delivered. Just as with all the costs incurred when you returned your defective widget in the opening example above, complaints from any party and all that must be done to address their concerns represent failure costs. Even though some cannot be avoided, since mistakes do happen or because some people seem simply to enjoy complaining, our efforts to create a positive experience at the point of service delivery, when we are on our rounds and interacting with others, can go a long way to minimize them. 

FROM STRATEGY TO BRAND TO OFFICER 
At its most basic, business strategy is about who, what, when, where, why, and how. Who are the buyers or primary users of our services and who are the other users? What product or service do we provide for them? When do we get it to them? Where do we compete, either geographically or in the marketplace? Why do we provide that product or service? What problem are we trying to solve? How does our product or service solve that problem? Another question that may be added is one of how we prepare for or deal with change (Davidson, 1996). Although far beyond the scope of this work, answering these questions in detail and exploring them fully can lead a business into developing a powerfully competitive strategy. With some tweaking, even an in-house operation will probably address these questions, considering everyone to whom it is accountable and what their concerns may be. 

For our purposes, though, let us consider these questions briefly, in a different order, in terms of three different hypothetical security operations: one contract agency that provides electronic access control and camera monitoring systems; an in-house operation that provides security personnel at high-end vacation resorts; and the last, another contract agency that patrols factories and industrial complexes. 

It is easy to see that each of these security operations provides a very different type of service to different primary users with different needs. All provide security solutions, but are distinctly different from one another. At some point, the first agency decided it would provide technological solutions and not officers. The second operation works in resorts only and has to be responsive as a department of the entire business. The last agency made a decision to serve industrial facilities. Because where and how they do what they do are so different, how they present themselves is also very different. How they present themselves is "branding." 

The operation's brand is a function of all of the "experiences," as we explored above, perceived by the various users of its services with whom the operation comes in contact. It is a lot more than just a logo on a letterhead. It is the uniform, the way its officers present themselves and the security operation. It is the make, model, and livery on its vehicles. Branding is about the image of the operation at every touch point, at every single place anyone has any contact whatsoever with the operation, even down to how the phones are answered, e-mails are written, or the timeliness of when invoices or budgets are sent. One bad experience in the mind of anyone we meet can affect the brand negatively. Most businesses work very hard to ensure the integrity of their brands and guard them jealously. The security operation's brand should lend itself to supporting the cues it wants to send. The brand of an in-house security operation is often considered and designed, too, to be consistent with the overall brand of the business within which it operates. 

When President Kennedy spoke with the janitor at NASA, we do not know if the janitor was wearing a fancy uniform or not. The story that has been handed down does not include that tidbit. But his response indicated, without doubt, that he knew he had a place in the larger scheme of things. He knew he was incredibly important to a most honorable effort. He knew that without his efforts, others would be hindered. He was part of an amazing team leading up to one of the greatest achievements in human history. As the security officer on the front lines, or even as a supervisor, you are part of the more important effort of keeping people and physical assets safe. While you may not always know the finer points of your agency's or department's strategy, you probably do know that your operation provides technological solutions, works in-house in resorts, services industrial clients, or competes in some other strategic niche. Whatever the case, your role is an essential part of ensuring those very important things are protected. You also know that you have a uniform, a work area, and certain equipment to maintain. You have rules or policies about how to interact with those around you. If strategy leads to branding, which is a composite of the experience presented, and you are at the front line of providing some of the most important elements of that experience and being the brand, you are also integral to making the strategy come to life. 

If deciding where and how to compete, as questions of strategy, allows the business to remain focused on what it does best and not become watered down trying to do too many different things for too many people, then developing a strong brand allows the business to solidify its position in the minds of others. The stronger the brand, the greater the value perceived by the clients or the parent business. The greater the value perceived by the client or parent business, the more they are willing to pay or allocate to the budget. It may even be argued that a stronger brand reduces complaints (i.e., negative experiences) because it engenders trust. The more the client or parent business is willing to pay or allocate to the budget and the fewer costs incurred as a result of poor quality, the more your operation has available for reinvestment or wages. 

Notice that a large part of the burden falls on you! A security operation can brag all it wants about how good it is. They can dress everyone in excellent uniforms and buy the newest and most advanced equipment. These sorts of cues lend themselves to strong perceptions of professionalism and competence in the mind of the various users. But if the external perception is greater than the internal reality, it will not take long before the difference is noted and the complaints start coming in. You have a responsibility to meet those standards, to ensure the internal reality meets the external perception. You are the face of your operation to the customer and others most of the time. You are the brand. 

BUILDING A COMMUNITY OF SUBSTANCE 
Business leaders have long recognized the competitive edge to be gained in doing more than merely meeting a customer's needs but in going beyond them and surprising the customer with additional thrills. Marketing professionals refer to this as offering "satisficers" versus "delighters." Anything we do that merely meets the customer's needs at any touch point is a "satisficer." Whereas, anything we do that goes above and beyond the customer's needs and makes his "experience" that much more interesting and positive is a "delighter." 

Most of the other chapters in this book are about the various technical aspects of security: how to patrol, current technologies available, risk or threat assessments, and so on. Mastery of these is absolutely essential to success and cannot be shortchanged if the operation or the officer is to be taken seriously. Without these, everything else is little more than illusion, smoke and mirrors. That being said, the challenge of a security operation, or its officers, is to find ways to make these satisficers into delighters. By now it should be abundantly clear that the key to this in our business likely lies in the "experience" perceived by those who benefit most from our services. In developing a focused strategy, maintaining a strong brand, and in creating positive experiences we move away from simply checking doors and rattling windows and into developing relationships with our various users that serve to delight them. We want them to become part of the security effort, active participants. 

Aside from all of the examples we have already given about building an experience, how many other successful businesses use similar tactics in building a strong sense of community among those who use their products or services? High-end car dealers offer rallies or car shows. Motorcycle manufacturers merchandise jackets, hats, t-shirts, and so on. Theme parks and museums offer memberships and special events for members only, so their clientele feel part of the "club." If you think about it, you can probably come up with even more examples. All of these create the "experience" and serve as delighters, inviting the client or parent business into a relationship that goes well beyond that of simply being a buyer or user of our services. 

How can we build relationships with our primary users and others that go beyond the traditional client/contractor or business /department satisficer and into a partnership or community delighter? If all we want to do is sell hamburgers or cars or museum tickets, we can probably get away with rather superficial efforts like those already noted. But if we want to get people involved in making their community safer, whether they are in an apartment complex, a factory, a resort, or almost any other place where people gather, we need to be able to offer something much more substantive than commemorative t-shirts and special club patches. How can we build an "experience" that leads to "community" and really goes to the heart of security and making people feel safe? A deeper question might be, "How can we build a community with substance?" 

Primary User Relations: We have already hinted at some of the things we can do to bring our primary user, the one who contracted with us or is responsible for allocating budget dollars or issuing directives to our department, into the fold; a dedicated key manager or account representative, proactive communication, or memorabilia, as examples. Ideally, the primary user always feels as though he has easy access to key personnel with the security operation for any issues or concerns he may have. But how can we really bring him in and make him more than just a "user"? How can we develop the client relationship into more of a partnership? Or, in the case of in-house operations, how can we "manage" the primary user so he sees us as valuable contributors rather than another non-revenue-generating cost center? 

The partnership concept often begins at the very beginning. That is, we must impress upon the primary user, before he even becomes one, we are not merely to be contractors or just another cost center, but partners in the security effort. The language of our contracts and any related literature should express the responsibilities of both parties in this partnership. Our conversations from then on should be held on equal footing. While we strive to meet the needs of our primary user, just like any relationship, he has his part to play, too. We are his partner, not his servant, as contractors or in house departments are sometimes viewed or treated. Our account representative, our executives, even our officers should interact with him as though "we are in this together." In-house operations may have key managers or directors, possibly even executives, who are able to interact at the highest levels of the business. Policies and directives, all communication, is written in language that recognizes the importance of the security operation in the overall business success. The security operation should develop protocols, management infrastructure, policies, and training that support these ideas. The officer should be very aware of his role in making this partnership work. It may be greater with some operations than others, depending on the strategy. 

Community Relations: This is it. This is where the rubber meets the road. If you come away with nothing else from this work, focus on this section. No matter what type of strategy your operation has chosen, no matter what type of business you are in, it is a people business. That is, at some point, somewhere along the line, with everything you do, there are other people involved. You may or may not ever see all of them, or any of them. But they are there. They are the ones who benefit from your efforts, either directly or indirectly. They are the community in which you operate, whether they are part of a business, a housing development, a construction site, a government complex, or wherever. They need you. 

Consider, as an example, how you might work to build a sense of community in a residential property, an apartment complex. You are part of a strategy that services living communities, with many different people. Remember, your goal is to provide positive experiences for all those who belong on the property, to minimize or manage any negative cues they may receive and keep costs of poor quality at a minimum. The key to your success lies in your ability to build positive, meaningful relationships with the communities in which you serve. 

You must adopt a holistic approach. That is, you must consider the community as a whole, not just as a random collection of individual parts or even as a sum of parts. All of those various parts of the community interact to give the community its particular "personality." Together, the property management (very likely the person who is your primary point of contact), the employees of the property, every resident and guest, law enforcement and other public and social services in the area, the businesses in the neighborhood, and even the surrounding properties, all interact to shape the community. To build the partnership, you must network with and coordinate the positive efforts of these various elements wherever possible. This is done through a combination of "proactive intervention" and "preventive interaction," and can usually be seen working in different ways depending on how positively organized the particular community may be. 

"Proactive intervention" involves tactics whereby the external sources of crime and community predation are removed from the equation. Overt criminal acts, such as gang activity and open drug sales or prostitution, are discouraged from the property. Nuisance issues, such as noise complaints, loitering in parking lots and stairwells, people who have no legitimate business on the property, are managed and minimized wherever possible. The physical assets of the property, such as perimeter walls, exterior lighting, landscaping, and facilities, are improved. "Preventive interaction" then sows the seeds for long-term growth. Relationships are built, networking is encouraged, and the community takes a positive interest in its own well-being. As a practical matter, you must be able to change your mind-set at any given instant between proactive intervention and preventive interaction or some combination of the two. Everything you learn in the other chapters in this book are now brought to bear. 

Imagine your relationship-building process in three phases: 
· networking, 
· anchoring, and 
· community integration. 

Networking: Networking, at its core, is about building positive relationships based on trust. It is more than merely waving at or chatting with residents and getting to know the neighborhood, but also involves you introducing the neighborhood to itself again. Ideally, you are the one who leads the charge in getting residents involved in their own community through a variety of initiatives, such as participating in or organizing community events, being a positive role model, playing with children so they and their parents can enjoy the common areas and amenities, and encouraging residents to interact positively with one another, with you and your fellow officers, with local law enforcement, and with other community resources. 

At this stage, residents see you as a resource. You are friendly, supportive, and encouraging in assisting them in addressing their challenges. You are aggressive and tireless in driving away the negative influences that have impacted the community in the past. This phase tends to see a lot of proactive intervention and preventive interaction, with you displaying an agile mind-set mastering both, as described above. Can you grasp the power of this sort of "experience" for the various users of your services yet? Do you see the positive cues? 

Anchoring: As the community recognizes its own strengths and asserts itself positively in controlling its own destiny, you work to "anchor" the community. More of your efforts are spent in preventive interaction as you assist the community in building those skills necessary to maintain control. Relationships are built across the community to encourage long-term positive growth. Indeed, many who employ these sorts of community building tactics work to build very strong relationships with the parents in the community, which will assist greatly in managing the many juvenile issues that almost undoubtedly will arise. 

Community Integration: As an extension of anchoring, you take the next step and reach out to the community as a whole, rather than as separate parts. You become an active participant in, or organizer of, community events specifically designed to further the community-building effort. These are often limited only by your creativity and initiative, as well as your organizational talents, and may appear as trash clean-up days, field days, cookouts, and so on. The security operation for which you work may even encourage you to coordinate such events and will ensure appropriate resources can be allocated to assist or participate. 

Consider on your own how this paradigm for community building can be used in different settings, different strategies. What sorts of networking or anchoring might be fitting in an industrial setting? How can security personnel be active participants in community integration efforts in a professional building or luxury resort? Do not underestimate the value of this concept. Take some time and seriously consider how this may be used in the environments where you usually work. 

The community-building concepts of networking, anchoring, and community integration can be applied to any setting, any environment. This table presents only a few ideas for the three environments sampled. How can your operation or you apply these concepts to the environment you serve? 

As you think through the tactics inside community relations, keep in mind the various types of people you may encounter. Each one, each type, has some interest or stake in the community. We refer to these as "stakeholders." Your primary user, the person who contracted with you or who oversees your department certainly has an interest, and is thus a stakeholder. Executives or managers of the facility, or the employers or residents, have interests. They are stakeholders too. Others may be visitors or vendors. Law enforcement or emergency fire and medical personnel are stakeholders, as are any other legitimate user of the property or area you are there to protect. Your efforts should be focused on creating a positive experience for each of these stakeholder groups, according to what they may need or expect from your operation and you. The security operation probably has protocols for interacting with each stakeholder group, how to interact, who may interact at what levels, and so on. Through your efforts, the protocols support the idea of building the community and doing so with substance. 

Contact Protocols 
Regardless of where any relationship is intended to go in the end, it begins somewhere. 
There is always a first contact. Your agency's contact protocols very likely include some reference to that first contact and require you to be professional, address everyone with a certain degree of formality (i.e., "Sir" or "Ma'am"), and perhaps even stand up or smile, depending on the particular environment. As the saying goes, you only get one chance to make a first impression. Many protocols require similar interactions all the time. Less common among agency rules, though, are protocols that address the rest of the relationship. 

Many of us are already adept at building relationships. We do so with our friends and loved ones, after all. However, as part of a strategy to support the overall security effort, relationship building is a lot more focused and purposeful. To be sure, there is a considerable amount of sheer personality that comes into play but guiding that relationship to support the security effort requires specific protocols. Protocols serve as rules for who in the security team should interact with whom on the client or business side. What types of issues are you expected and empowered to address on your own and which should you refer to someone else? How should the front line security officer interact with the line employee, plant manager, doctor or department head, member of the public, and so on? 

Some security operations observe a very strict chain of command or supervisory hierarchy. An officer must be of a particular rank or position in order to speak or make a presentation to a client or business unit director. If you work in one of these types of organizations, you will probably be required to make any issues known to your supervisor and trust him/her to carry the matter forward. On the other hand, some operations encourage open communication among security officers and client or business points of contact. More likely than not, you work in an operation that falls somewhere in between. There are some people you are expected to contact regularly, with whom you should communicate openly, and others who only your supervisors should address. If not already clearly spelled out for you, your supervisor should be able to explain these particular protocols and where you fit in. 

For those with whom you are expected to communicate regularly, you probably have protocols around what is or is not to be discussed. Certain types of security issues, such as blocked fire exits, exposed tools or valuables, or day-to-day operations of an access control point may be acceptable for you. The times of shift changes or the exact patrol routes or coverage areas may be reserved for your supervisors to discuss. Again, if you do not already have clear protocols available to you, ask your supervisors for guidance. 

Whenever you do interact with others, regardless of who they may be, how you present yourself will go a long way to establishing what sort of relationship is built. You should consider your body language as a very important part of how you communicate with others. How is your posture? Is it straight and professional, or relaxed? Where are your hands? Are they at your sides or behind you, or are they in front of you as part of an "interview stance"? How do you position your feet? Are they square to your shoulders or are you angled slightly to the other person with your strong foot slightly behind you and ready to react? When you present a relaxed or lackadaisical image, people imagine this to be how you approach your work. When you present a crisp image and a commanding bearing, people will see you that way. 

Similarly, how you speak to people and engage in conversation with them is an important part of building rapport and relationship. Do you speak in clear English or whatever language is most common for your environment? Or do you use slang terms and phrases? Do you treat other people with respect, or even deference if they are senior to you, or are you insulting or degrading? It can be a considerable challenge to be respectful to those who challenge you, be they malefactors, criminals, or otherwise decent people who are being redirected for some policy issue you have to enforce. 

Sensitivity to the needs or issues of others in how we interact with them can be very important. Employees or residents, for example, generally have a right to be in the area doing whatever they do. Even when redirecting them, you should do so in a way that respects this. In some cases you will need to be very sensitive to race, gender, ethnic, political, or other issues. What you may say in one such setting may be wholly inappropriate in another. Even when the policy remains the same and your job is to ensure the safety and security of those people and assets you protect, how you interact with one person or group of people in a given situation may be very different from how you interact with another person or group of people in essentially the same scenario. We would like to believe we treat everyone similarly. In terms of holding them all to the standards of safety and security, or whatever rules we are charged to enforce, we do. However, everyone is different. Motivating different people to follow those rules or comply with your directives may require an awareness of those differences and considerable people skills on your part. Protocols from your operation and guidance from your supervisors can support you here. 

What should you do when law enforcement or fire/EMS personnel are on site for some emergency? Are you required to call a supervisor, or are you empowered by your agency to manage your part of the incident without them? Under what conditions should you request law enforcement or fire/EMS? Are you able to make that request on your own, or must you defer to someone else? 

Established protocols, written guidance as part of a policy manual, would be ideal for you as you determine your role in contact protocols and relationship building to support the overall security effort. You will know which client or business contacts you may approach directly and about what, and which should be reserved for your supervisors. You will know what sorts of issues are your responsibility to address and which should be referred to someone else. You will also have some guidance on what is acceptable interaction with various stakeholders you may encounter. If you do not have written guidance and you encounter others with any frequency, ask your supervisors how they want you to interact. 

Remember, despite any apparent informality in interacting with others in the environment you protect, your role there is part of a greater strategy. Your job as a professional security practitioner is to recognize this and conduct yourself in a manner that supports that strategy. 



Media relations are addressed elsewhere in this book. As a strategic tool, though, the media can be employed as powerful allies in community building. In-house operations may be able to use internal business media. Whether external or internal, positive stories with lots of background video or pictures can build the reputation of the security operation and its efforts in the minds of the stakeholders. Whenever a new and interesting deployment or event presents itself, the media should be invited to attend. Having dedicated personnel available to respond to any media inquiries not planned is a good idea too. Those personnel should have some media savvy and be able to field tough questions with dignity and class. Imagine the positive cues sent to your stakeholders when they see your agency presented well on the evening news; for that new contract or deployment, as subject matter experts on personal security in the workplace, or responding to a significant event like true professionals! 

Complaints: Despite our best efforts, someone somewhere will still complain. Aside from what we have already mentioned about how complaints represent costs of quality, they should also be considered for what they are. Almost every complaint presents some opportunity for improvement. Some complainants do so because they express a genuine concern. Perhaps the complaint is about a real security risk. Maybe a point of contact called because an officer did not notice a key area was left unsecured the night before. That is an important matter and should be addressed decisively. The complaint presents an opportunity for the operation to review its systems and ensure they are built to prevent such things. Remember appraisal costs? Complaints like this inform the security operation of some liability exposure that needs to be managed. We should appreciate them as such. 

Many times complainants just want to be heard. The substance of their complaint may not be such that it contains a material risk or any exposure. But it is important to them. As they are part of the community, we should make every effort to "hear" their complaint. Even if there is no reasonable resolution to be offered, more often than not, simply listening to the complaint, letting the complainant know that his concerns are important to us, and taking the time to talk with them and explain matters fully can go a long way to turning the negative cue of the complaint into a very positive cue of listening and relationship building. 

THE TRANSFORMATION 
So what happens when a focused strategy is determined, the brand established, the systems are in place to ensure positive experiences and manage total quality costs, and there is a community relations effort in place? What happens when you, similar to the janitor at NASA, can say, "I make sure people can sleep at night"? 

With all of the techniques of modern security in the mix, and you bringing in the community of stakeholders as well, the entire process becomes unimaginably more powerful. When you bring them the tools, and people are taught how and encouraged to assume responsibility for the safety of their own communities or workplaces, or at least to play a more active role, complete transformations can be seen. Crime-ridden neighborhoods become places where children can play without worry, because the residents look out for each other. Workplaces with lots of machines and safety hazards around become safer because fellow employees pay more attention. High-security areas become less vulnerable to attack because those who work in and around them are more aware of threats and threat indicators. 

Interestingly, Pine and Gilmore (1999) suggest the next type of economy, after the experience economy, will be the "transformation economy." People will buy because they want to become something else. They want to better themselves. As a competitive security operation, can you build a transformation strategy into your offering? As a security officer, can you play a role in transforming the community into a safer place? If so, then welcome. You are the professional practitioner of the future! 

	
EMERGING TRENDS


	Over the past several years, businesses have assumed more and more responsibility for the safety and security of their facilities. Part of this shift may be attributed to perceptions of new threats from which assets must be defended, and the recognition that law enforcement agencies simply cannot do it all. Part may be a reaction to an increasingly complex legal environment and an interest in mitigating liability exposures. Governments have also made efforts to privatize services where possible and have been reaching out to private security agencies and service providers. Whatever the cause, we have seen our industry grow quite a bit and it continues to do so. 

As more is being asked of us, we rise to the challenge to ensure the needs of our clients or users are met. New technologies allow us to control access with greater certainty, monitor our areas of responsibility more efficiently, or detect intrusions or variances more effectively. Associations such as the International Foundation for Protection Officers and some regulatory authorities continue to develop and promote professional standards or regulations such as licensure and training requirements respectively. The days of "observe and report" are fading away and being replaced with an expectation to act, indeed even to be proactive. 

As seductive as the technology is, however, it is significantly limited. Technology can be used well as a tool to supplement a security effort, but it must never be used to replace the decision-making component that necessarily comes with operating a "people business." A security officer in the area, even when supported by technology, simply serves many environments better. 

The private security officer is becoming less and less the "night watchman" rarely seen by most of the public, or a figure behind a desk or discreetly making rounds and barely noticed by others in the area. The role is moving into a highly visible component of the security effort, where the officer interacts with others and makes decisions on the ground. As this continues, that officer will have to understand his role within the strategy of the agency or department for which he works and he will have to develop a strong set of "people skills" in order to be successful. 












SECURITY QUIZ 

1. The society that wants to buy what they buy based on the thrill derived from the item purchased is an example of which of the following types of economy:  Agrarian economy Service economy  Experience economy  Credit-based economy 

2. Creating a positive experience involves being effective in which of the following: The security officers must maintain an even temperament  The security officers must be proactive when faced with problems or challenges The security officers must be liability conscious  All the above 

3. Total quality costs include all the following except: Prevention costs High Federal tax cost Failure costs  Appraisal costs 

4. In a service-related business, such as security total quality costs can be significantly reduced by providing which of the following:  A positive experience  A relaxation of rules and regulations A self-inspection every five years  All the above 

5. The operation's brand is a function of all of the experiences, as we explored above, perceived by the various users of its services with whom the operation comes in contact. It is more than just a logo on a letterhead, it is also which of the following: The uniform The way the security officers present themselves The image of the operation at every touch point  All the above 

6. Branding is about the image of the operation at every touch point, at every single place anyone has any contact whatsoever with the operation. True  False 

7. Our account representative, our executives, even our officers should interact with our client or overseeing executive as though: 
We know security 
We are in this together 
We are in charge of the security effort  
All the above 

8. Almost every complaint presents some:  
Opportunity for improvement  
Issue that must be corrected  
Threat to the relationship with the client  
Evidence that someone is not doing the job correctly  
Challenge that must be managed 

9. The key to your success lies in your ability to build which of the following with the communities in which you serve. (Choose the one best answer.)  
A sense of profit for your company  
A strong coalition of police and security officers in the neighborhood 
Positive, meaningful relationships between the company and the neighbors  
Developing anti-crime strategies and perimeter security for the company 

10. The next type of economy, after the experience economy, will be the transformation economy.  
True  
False 


